Caliptra: Building Open Source
Security IP with Open Source
Tools




ANTMICRO

« Founded in 2009, dedicated to commercial
adoption of open source in the hardware space,
Platinum CHIPS Alliance & Founding RISC-V
member

« Long term FOSSi supporter

« Engineering services, software/hardware
co-design, tools and R&D

- Developing, adapting and integrating open
source ASIC and FPGA tooling, IP, software,
hardware and Al

« Help customers achieve vertical integration,
address niche use cases, increase productivity
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CALIPTRA

« Open source integrated Root of Trust block

« Collaboration between Google, Nvidia, Microsoft
and AMD within CHIPS Alliance (spec lives in OCP,
implementation is developed in CHIPS)

« Focused on specific set of features

- By default meant to be integrated with a larger SoC,
with concrete plans from several member
companies

= has both Boot Media Integrated/Dependent
variants

« Uses VeeR EL2 CPU core

« Reuses a number of OpenTitan peripheral cores



https://github.com/chipsalliance/Caliptra
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CALIPTRA - STATUS

Moving fast (and trying not to break things)

Going towards 1.0 RTL release as planned

Focusing on a small but useful first version, without
too many extra features

Slated to be included in multiple chips coming from
main partners (some time from now)
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CALIPTRA AND ANTMICRO

- Focus on enabling open source collaboration
on the project for both current project partners
and external adoption

« Took over cleanup and maintenance of VeeR cores
family, primarily EL2, make sure it’s on par

« Another goal - enable more open source
collaboration around RTL with open source tools:
= Developer productivity

= System-level testing and integration

= Public-facing ClI
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VEER

Family of open source 32 bit RISC-V CPU cores

Three options

= EL2 - tiny and low power core - this is the one

veeR

used in Caliptra

= EH1 - high performance core

o EH2 - dual threaded successor to EH1

All the variants are implemented with
SystemVerilog

RTL is ASIC proven, shipped in millions of
devices


https://github.com/chipsalliance/Cores-VeeR-EL2
https://github.com/chipsalliance/Cores-VeeR-EH1
https://github.com/chipsalliance/Cores-VeeR-EH2
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VERIBLE

« SystemVerilog linter, formatter, indexer etc.
developed by Google and donated to CHIPS
Alliance

« A practical tool used extensively in the wild!

« Now also in Caliptra



https://github.com/chipsalliance/verible

O github-actions

design/el2_mem.sv
k_override(dccm_clk_override)

% I begin: Gen_dccm_disable

VERIBLE GH ACTIONS -

107 + begin: Gen_dccm_disable

) github-actions
A\ [verible-verilog-lint] review by &

« Linter and formatter actions - . ,
generate block labels must start with g_or gen_[Style: generate-constructs]

[generate-label-prefix]
o chipsalliance/verible-formatter-action

design/el2_mem.sv

o chipsalliance/verible-linter-action

117

. Both linter and formatter enabled for VeeR EL2
repOSitory github-actions

A\ [verible-verilog-lint] review by &
All generate block statements must have a label [Style: generate-statements]
[generate-label]

design/el2_veer_wrapper.sv

305 +  output l dec_tlu_perfentl,

305 306 +  output 1 dec_tlu_perfent2,

) github-actions

A\ [verible-verilog-lint] review by &
Remove trailing spaces. [Style: trailing-spaces] [no-trailing-spaces]

dec_tlu_perfentl,
dec_tlu_perfent2,
dec_tlu_perfentl,

dec_tlu_perfent2,



https://github.com/chipsalliance/verible-formatter-action
https://github.com/chipsalliance/verible-linter-action
https://github.com/chipsalliance/Cores-VeeR-EL2/blob/main/.github/workflows/verible-lint.yml
https://github.com/chipsalliance/Cores-VeeR-EL2/blob/main/.github/workflows/verible-format.yml
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VEER TESTING

« The open source release of VeeR cores family
originally only included system level tests

= A more complex test suite was internal to the
original authors and was not released as open
source

« One of the main goals is to extend VeeR’s
publicly available test suite with tests for specific
core components

+ We added public Cl to the VeeR repo running
those tests for every commit

« The suite includes code coverage reporting - the
Cl generates a summary webpage



https://chipsalliance.github.io/Cores-VeeR-EL2/html/dev/98/coverage_dashboard.html#coverage-dashboard

VEER TESTING

- Collecting line and toggle coverage from several
types of tests:
= RISCV-DV
s RISCOF (RISC-V Architectural Test
Framework)
= UVM (for specific VeeR blocks, i.e. PIC, DEC,
EXU, IFU, LSU, etc.)
- Coverage results built within a continuous
integration workflow for main branch and PRs

ﬁﬁﬂmm RTL branch coverage report

Current view: top level - design/Isu Ht  Total Coverage

Test: all Lines: 184
Date: 2023-09-15 12:54:43

Filename Branch Coverage ¢
el2 lsu_bus_buffer.sv
el2_lsu_bus_intf.sv
el2 l1su lsc_ctl.sv
el2_lsu_stbuf.sv
el2 lsu_trigger.sv

Generated by: LCOV version 1.16

206 -89.3 %

135/157
6/6
17/17
22/22
4/4



https://github.com/chipsalliance/riscv-dv
https://github.com/riscv-non-isa/riscv-arch-test

PHYSICAL MEMORY PROTECTION (PMP)

+ Originally, in VeeR-EL2 Core only a rudimentary
PMP was available. Currently, a RISC-V compliant
PMP is being developed.

« Physical Memory Protection is needed to support
secure processing and contain faults (PMP
violations are precisely trapped at the processor)

- The PMP limits the physical addresses accessible
by software:

= Divide the memory into regions with different
levels of privilege

= Manage protection rules (Read, Write, Execute)

= Grant or revoke permissions to Supervisor,
User and Machine mode

antmlcro

Define:

- permission levels

- address matching rules

- protected memory regions

1. Configuration

Instruction Fetch

2. Check Request >

Load / Store
Unit

3. Handle protected Error
accesses Controller

IS_FETCH_ERROR
IS_LOAD_ERROR
IS_STORE_ERROR

Exception




JTAG INTEGRATION

« For debugging the core, Caliptra added a JTAG
interface, which needed its own end-to-end tests
= The test connects to a simulated SoC with
OpenOCD and runs typical debug scenarios

= Run in public Cl on GitHub with open source
tools

» Helped uncover a bug earlier this year which is
now covered by a dedicated test
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https://github.com/chipsalliance/caliptra-rtl/blob/main/.github/scripts/gdb_test.sh

OPEN SOURCE VERIFICATION SystemVerilog‘

- Caliptra’s primary use case is integration into bigger _/
SoCs

- The primary testing methodology is UVM based ,
based on widespread use in founding organizations

« UVM simulations are not yet possible with open U V M

source tools only ‘

- There is an ongoing effort on enabling UVM
simulation in Verilator (see Chris’ presentation
tomorrow)

- To enable open source collaboration around
improving testing coverage, we have been using
Cocotb and pyuvm testing which can be run

completely open source in CI VERILATOR



https://github.com/chipsalliance/Cores-VeeR-EL2/blob/main-next/.github/workflows/verification.yml
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RISCV-DV addi sp, sp, 16
ret
1li a5, -1
« riscv-dv open source instruction generator for beq a0, a5, 28
RISC-V processor verification bge s1, ae, 24
andi s@, s@, 8
« By default uses UVM, but also features a Python csrrs s, mstatus, sO
generator lw ra, 28(sp)
lw s@, 24(sp)
- To make it work with the current EL2 codebase, lw s1, 20(sp)
VeeR’s out of order div/rem block required special adgl Sp, sp, 32
re
handling in the generator jal -41504

1i a5, 8

csrrs a5, mstatus, a5
wfi

addi sp, sp, -80

= We improved trace analyzer and code generator
to handle the out-of-order division logic

- fixed support in the Python-based generator,
riscv-dv tests are now part of VeeR’s public ClI

« Also using the VeeR tests in RISC-V DV ClI!



https://github.com/chipsalliance/riscv-dv

CALIPTRA FIRMWARE VALIDATION

- Rust-based rv32imc interpreter with peripherals
= can run all integration tests
= all new firmware tested pre-merge in Cl
« Verilator tests
o direct from RTL but (expectedly) much slower
- minutes to compile, hours to run
= used for several important nightly tests
= allow outputting signal data into .vcd files for
analysis in e.g. GTKwave
« Good test infrastructure
= test case integration with VS code

EXPLORER ®

©  CALIPTRA-SW
>
0 © gitignore

LICENSE

B  oreomem

e
S

Bélj > src

 tests

> smoke_testdata 27
® smoke._testrs 28
© Cargo.tom
D README.md
> test-harness
> ureg
> 509
© gitignore
© gitmodules
Cargolock
© Corgo.toml
> ourune
> TMELINE
/ RUST DEPENDENCIES 2
> aes 082 43
> alloc
> anyhow 1070
> arrayref 037

- deiela s

> asni_derive 0130 49

% > aryoam se

Bl ¥ imorowalfpats © ®0A0 WO rnstanalyzer

@ retrieve_csr_test
fn assert_output_contains(haystack: &str, needle: &str) {
assert! (
haystack. contains (needle), |
Expected substring in output not found: {needle}"

)
#[test]
fn retrieve_csr_test() {

const GENERATE_IDEVID_CSR: u32 = 1;

let rom = caliptra_builder: :build_firmware_rom(&ROM_WITH_UART) .unwrap() ;
B let mut hw = caliptra_hw_model::new(BootParams {
init_params: InitParams {
Tom: &rom,
security_state: *SecurityState::default().set_debug_locked(true),
. .Default: :default()

18
initial_dbg_manuf_service_reg: GENERATE_IDEVID_CSR,
..Default: :default()

.unwrap();

let mut txn = hw.wait_for_mailbox_receive().unwrap();
let csr_der = men::take(&mut txn.req.data);
xn. respond_success() ;

let csr = openssl::x509::X509Req: : from_der(&csr_der) .unwrap() ;
let csr_txt = String::from_utf8(csr.to_text().unwrap()).unwrap();

/1 To update the CSR testdata
/1 std::fs: iwrite("tests/smoke_testdata/idevid_cst.txt", &csr_txt).umwrap();
/1 std::fs: :write("tests/smoke_testdata/idevid_csr.der", &csr_der).unwrap();

println! ("csr: {}", cSI_txt);

accart anil

VISUAL Ln27,Col1(342selected) Spaces:i4 UTF-8 LF Rust Layoutius Q



CALIPTRA FIRMWARE VALIDATION

« FPGA emulation
= Uses zcu104 (UltraScale+)
= Tests run on Cortex-A53 Linux
= Both fast and accurate, but cannot (yet) run
all the tests
= Long compile time
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RTL2GDS FLOW WITH OPENROAD UpenROAD

- By default Caliptra uses proprietary tools for the
digital design, as do its main members

« They are all SystemVerilog shops

- To enable fast turnaround feedback, we have an
ongoing effort on getting open source
VeeR/Caliptra RTL2GDS flow directly from SV
source using Antmicro’s SystemVerilog plugin for
Yosys through Surelog/UHDM in OpenROAD
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CUSTOM GH RUNNERS

» Since we need more resources than the
standard GH runners can provide (long
verification jobs etc) as well as we need to allow
use of proprietary tools in Cl, we’re using
Antmicro’s open source custom GH runners

- Work to structure results between public artifacts
and ones we (sadly) cannot share publicly,
available to project members

- Infrastructure is open source and available on
GitHub, used by a number of CHIPS projects



https://antmicro.com/blog/2022/12/flexible-and-scalable-ci-with-custom-github-runners/
https://github.com/antmicro/runner

CUSTOM GH RUNNERS - EXECUTION
METRICS

« Each job running on our custom runners outputs
a performance plot

- Helps developers to better understand how to
optimize their builds

- Uses our open source Sargraph tool



https://github.com/antmicro/sargraph
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LEARN MORE

« OCP Summit
o San Jose, October 17-19

= Register at opencompute.org S22 Rk D c P

GLOBAL
SUMMIT



https://www.opencompute.org/summit/global-summit
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THANKYOU
FOR YOUR ATTENTION!



